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Abstract—1In this paper, we propose a mechanism to ensure
the proper functioning of a wireless sensor network (WSN) in
the presence of static and proactive jammer within the network.
Existing research works have primarily focused on the detection
of jammer node within the network and ameliorating its conse-
quent effects on the network. However, these countermeasures to
mitigate the effect of the jammer suffer from certain limitations
as WSNs are primarily resource constrained and most of the
countermeasures are computationally intensive. The objective of
this paper is to prevent the disruption of the network in the
presence of jamming by bypassing the jammed zone and setting
up alternative paths. The alternative paths are chosen with the
maximum link quality in order to maintain the quality of service
of the network even after jamming. This paper proposes Link-
quality Aware Path SElection (LAPSE) algorithm that chooses
alternative paths based on the optimal link quality. LAPSE is
based on optimal decision rule and its design considers the fallible
nature of the nodes while choosing/rejecting a particular link.
Finally, the performance of the proposed algorithm, LAPSE,
is evaluated in terms of the network parameters—packet delivery
rate, network throughput, transmission energy, node lifetime,
and network lifetime. Results indicate that the performance
of LAPSE is significantly better than the existing jamming
avoidance algorithms.

Index Terms— Jamming, wireless sensor network (WSN),
routing, link quality, fallibility.
I. INTRODUCTION

N THE recent past, Wireless Sensor Networks (WSNs)
have rapidly emerged and evolved because of their

widespread and varied applicability across different
domains [1], [2] such as target tracking [3], [4], military
applications [5], [6], fuel management [7], health

monitoring [8], robotics [9], and agriculture [10], [11].
However, WSNs are also vulnerable to several threats and
attacks. Among these, jamming is a serious form of attack
that disrupts and collapses a WSN very deeply. A jammer
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successfully prevents communication within the network
by emitting radio signals in the same frequency as that of
the nodes operating in the network. This, in turn, causes
tremendous increase in the rate of packet drops and also results
in very high number of unsuccessful packet re-transmissions.
Also, as WSNs are heavily resource-constrained in nature,
jamming in WSNs results in faster depletion of the residual
energy level of the nodes and an eventual network failure.

In this work, we investigate the problem of avoiding the
Jjammer-affected zone of a WSN and address the problem
of re-establishing routing connectivity among the other non-
jammed nodes of the network. We present the underlying
motivation and contribution of this work in the following
subsections.

A. Motivation

Recent research has already proposed several techniques
to detect jammers [12], [13] and ameliorate the consequent
effects [14]-[16]. However, in each of the countermeasure
techniques, there are some difficulties while practically imple-
menting them in a real-life situation involving a static WSN,
in the presence of a proactive-jammer. As per the work of
Mpitziopoulos et al. [17], the difficulties encountered with the
proposed countermeasures are briefly discussed as follows:

o Regulated Transmitted Power: This technique requires a

sensor node to increase the power of the transmitter as
a resistant measure against the jammer. However, such
nodes with the ability to regulate their transmission power
is highly rare and vendor-specific, thereby questioning the
generality of applicability of this solution.

o Spread Spectrum Methods: In Frequency-Hopping Spread
Spectrum ((FHSS) transmission, the sensor node must
possess compatible hardware to enable frequency switch-
ing and a very high bandwidth is required, compared to
single frequency transmission. Another approach is the
usage of the Direct Sequence Spread Spectrum (DSSS)
method to detect jamming. As mentioned in the work of
Spuhler et al. [12], the work focuses on the estimation of
the packet delivery ratio. From the estimated value of the
ratio, the work aims to detect the presence of jammers.
The work targets to take the advantage of IEEE 802.15.4
standard by which it is possible to study the preamble for
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signal synchronization, and generate apriori knowledge
about the first few bits of the signals. However, the major
drawback of DSSS transmission comes with reduced chip
rate (2 Mchip/sec) and limited transmission power of the
sensor nodes.

o Directional Transmission: The primary disadvantage of
the use of this technique in WSNss is that in many cases,
the nodes are required to multicast or broadcast data pack-
ets based on topological requirement. In such scenarios,
directional transmission will not anti-jam the network.
Azim et al. [18] focused on addressing the problem of
controlling jammed zones in a WSN. The work deter-
mines the knowledge of the perimeter of the jammed zone
and uses mapping routines within the zones. Eventually,
the work determines the radius vector and calculates
the point where the message notification process should
terminate. As mentioned earlier, this approach would end
up in flooding with too many broadcast messages within
the jammed zone. This can lead to extreme erroneous
results as the nodes within the jammed area become too
noisy and it also exhausts the battery life of the nodes.

o Ultra Wide Band Technology: This technology allows a
node to transmit short pulses within a large frequency
spectrum, thereby disabling signal interception. Opper-
mann et al. focused on the architectural aspects of ultra
wide band based sensor networks. However, such a tech-
nological approach has limitations related to increased
power consumption and energy consumption.

o Complex System Setup: Some of the systems have an
extremely complex setup and hardware dependencies
that make such systems difficult to be incorporated
in practical scenarios. For example, Sedehi ef al. [15]
focused on jamming detection and cancellation using air-
borne/spaceborne radar equipped systems. The character-
ization and the performance of the work depends highly
on the degrees of freedom of the auxiliary beams used
for detection of the jammer. The limitation of the work
is multifold. Firstly, the radar based setup with multiple
channels will have an increased complexity in practical
systems requiring high power supplies. The number of
auxiliary beans to be used largely depends on the the
gain factor of the main antenna of the radar. Further,
the selection of the degrees of freedom is significantly
complex subjected to the intensity of the disturbance
created by the jammer.

Thus, from the list of afore-mentioned limitations, it is
evident that a holistic anti-jamming technique is yet to be
designed and implemented. Further, when a jammer emits
jamming signals, based on the strength of the emitted sig-
nal, a subset of nodes in the network becomes completely
clogged. Therefore, data packets transmitted by these nodes
are simply dropped. Also, packets destined for these jammed
nodes cannot be delivered. In the latter scenario, sender
nodes continuously engage themselves in repeated packet re-
transmissions, which eventually results in heavy depletion of
energy resource of the nodes and reduction of the network
lifetime. This eventually leads to the dysfunctioning of the
network.
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B. Contribution

This work focuses on ensuring the proper functioning of
the WSN in the presence of jamming. The idea is to preserve
the residual part of the network from collapsing when only
a subset of the nodes is jammed. We consider a static WSN
subjected to the attacks of a proactive jammer. Depending on
the turbulence in the network or the intensity of jamming,
we detect the jammed zone and create alternate routes for the
other nodes of the network by bypassing the jammed zone.
The work assumes the fallibile nature of the sensor nodes,
thereby orienting the proposed problem to fit in well with the
real-life scenarios and excluding the loss of generality.

The contributions of this work are briefly listed as follows:

o The work proposes Link-quality Aware Path SElection
(LAPSE) algorithm that focuses to choose an alterna-
tive path based on link quality. When an existing route
between a source and a destination is partly or fully
jammed, another path is chosen such that the component
links of the path provide an optimal link quality.

o In order to select the optimal path, the work executes
an algorithm that chooses an Optimal Decision Rule
(ODR) [19]. The Rule maximizes the payoff in terms of
the link quality, and hence, the path quality, and reduces
the error incurred due to incorrect decision making.

« Finally, the performance of LAPSE is evaluated from both
mathematical and network perspectives. In the former,
the details of implementation of the ODR is thoroughly
studied and analyzed, whereas, in the latter, the variation
of the network metrics, viz. packet delivery rate, network
throughput, transmission energy, node lifetime, and net-
work lifetime are thoroughly analyzed.

C. Organization

The rest of the paper is organized as follows. Section II
highlights the existing state-of-the-art. Section III illustrates
a problem scenario of the proposed work with diagrammatic
examples. In Section IV, we describe the system model and
state the proposed formulation of the problem. The details
of the proposed solution are described in Section V. The
performance of the proposed solution is studied in Section VI.
Finally, Section VII concludes the work and discusses the
scope of future research.

II. RELATED WORK

Jamming is a well explored area in sensor
networks [18], [20], [21]. Large number of  works
have already investigated the problem of detecting

jamming [22], [23]. Patel et al. [24] determined the type
of geographically correlate links. The authors proposed ways
to prevent network disruptions after jamming by modeling the
jamming effects using adaptive energy threshold. Some works
also focused on the interference caused in the presence of a
jammer [25]-[28]. Yuan et al. [29] addressed the problem
of channel direction information (CDI) in a cognitive radio
system. The authors focused on designing a line of sight
channel between the secondary transmitter and the primary
receiver to resolve the issue. Similar to this, Noam et al. [30]
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Fig. 1. Depiction of the problem scenario in phases.

proposed the technique based on null space learning in
a two-user receiver-transmitter pair and Zhao et al. [31]
proposed a relay-assisted method to obtain the cross-channel
gain thereby reducing the interference.

Some works have addressed the problem of jamming-
aware routing [32]-[35]. Tague et al. [36] proposed a scheme
for jamming-aware traffic allocation by the source node
using the portfolio selection theory. However, for the pur-
pose of traffic allocation, initially, the impact of jamming
is assessed—a problem which is computationally intensive
and time-consuming. Further, Tague et al. [37] addressed the
problem of determining the maximum network throughput
in the presence of the jammer. They have introduced the
probabilistic jamming into the network flow problem and
used portfolio theory to provide a framework for throughput
optimization under probabilistic jamming. Lee and Lim [38]
analyzed how a routing protocol experiences degradation of
throughput in the presence of a jammer. Parissidis et al. [39]
proposed a model to analyze the effects of interference on
data reception probability. The model estimates the probability
of a packet to reach the receiver’s end in the presence of
interference. The work takes into account the node degree,
transmission probability, radio propagation, and network card
reception sensitivity. Sheikholeslami et al. [40] have studied
the energy considerations in multi hop networks in the pres-
ence of jammer. Yoon and Ko [41] addressed the problem of
reliable delivery of data in the presence of a jammer.

Synthesis: None of the works has further used the analytical
information in canceling the effects of jamming or in designing
an alternative route between a source-destination pair in the
presence of jamming.

As per some of the prior works mentioned earlier, it is
observed that Spuhler er al. [12] focused on the estimation
of the packet delivery ratio for detection of jamming. The
work targets to take the advantage of IEEE 802.15.4 stan-
dard during the signal synchronization phase, and generate
apriori knowledge about the first few bits of the signals.
Sedehi et al. [15] focused on jamming detection and can-
cellation using airborne/spaceborne radar equipped systems
in which characterization and the performance of the work
depends highly on the degrees of freedom of the auxiliary
beams used for detection of the jammer. The limitation of the
work is that the number of auxiliary beans to be used largely
depends on the the gain factor of the main antenna of the radar.

O Source Node

(b) Jammer detected
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(c) Process of selection of alternative path

Further, the selection of the degrees of freedom is significantly
complex subjected to the intensity of the disturbance created
by the jammer. Azim et al. [18] addressed the problem of
controlling jammed zones in a WSN. The work determines
the knowledge of the perimeter of the jammed zone and
uses mapping routines within the zones. Eventually, the work
determines the radius vector and calculates the point where the
message notification process should terminate. As mentioned
earlier, this approach would end up in flooding with too many
broadcast messages within the jammed zone. This can lead
to extreme erroneous results as the nodes within the jammed
area become too noisy and it also exhausts the battery life of
the nodes.

Considering the limitations of the work done so far, this
paper focuses to provide a software-based solution to control
the effects of jamming in a WSN. In presence of jamming,
the work aims to select an alternative path between a given
source and destination based on the optimal link quality. This
path can be used to bypass the jamming-affected zone thereby,
preventing unnecessary transmission of broadcast messages
and subsequent packet drops.

III. PROBLEM SCENARIO

In this Section, we describe the problem scenario of the
proposed work with an example. As shown in Figure 1,
we illustrate the scenario as the different phases of the
problem. Initially, let us assume that we have an underlying
WSN, as shown in Figure 1(a). For the sake of exemplification,
we consider a single source (node 1) and a single destina-
tion (node 18). The conventional route from node 1 to 18 is
shown in the figure.

Now, after a certain time interval, let us assume that the
network is intercepted by the presence of a jammer, as indi-
cated in Figure 1(b). The jammer jams a subset of nodes
in the network based on its power and radius of influence.
Therefore, all the links involving these affected nodes break
and these nodes become unreachable. Now, some the affected
nodes are part of the path that connects nodes 1 and 18. Thus,
the previous path that connected the source and the destination
can not be used any more. In such a scenario, the source
node, however, keeps re-transmitting packets and this results
in heavy flooding of the network that eventually results in
network disruption.
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The proposed work addresses the afore-mentioned problem
and focuses to select an alternative path between the source
and the destination. The work is based on ODR that determines
a decision rule that would help to choose that path with the
optimum link quality as illustrated in Figure 1(c). During
the jamming-affected time period, this path can be used to
route and forward packets from node 1 to node 18. Thus, the
objective of the proposed work can be visualized to essentially
determine a particular decision rule that successfully chooses
the best path best on link-quality.

IV. SYSTEM MODEL

In this Section, we thoroughly discuss the proposed system
model. Table I is a notation table that illustrates the significant
functions and variables used in the proposed system.

We consider a WSN comprising of a set of n nodes or ver-
tices, V. = {v1, v2,--- ,v,}, and a set of edges, E. For any pair
of vertices, (v;,v;),1 <i,j <n,i F# j, an edge, if exists,
is indicated as v; — v;. Also, v; — v; & v; —> v;, i.e., the
edges are directed.

A. Assumptions of the Model

(i) The underlying WSN is static in nature.

(ii)) The jammer is static in nature, and the absolute coordi-
nates of the jammer, (xy, y;), are known a priori.*

(iii) Every node has its own decision making ability which
may be imperfect on a temporal basis.

(iv) It is more probable for node »; to approve a good path
than that of disapproving it, and disapprove a bad path
than that of approving it.

From the existing work of Boano et al. [45], a link quality
metric, Q;,;, is obtained for every link v; — v; € E, using
the Triangle Metric, as,

—_—2 —2
Q= /smeu +RSS;, (1)

where SNR;; and RSS;; are the mean Signal-to-Noise-
Ratio (SNR) and the mean Received Signal Strength (RSS) of
link v; — v}, respectively. The values of SNR; ; and R—SS,-, j
are computed as,

b
> snrifj

SNR;; == )
a
b ,
ersis’l-)"

RSS, = = here, st =y D0 3)
T T T 0
where snr? j is the SNR of the link v; — v; while

’ h

transmitting the s packet and b out of a packets have

*Regarding the assumption of the a priori knowledge of the coordinates of
the jammer, we would like to mention that practically, it is difficult to simply
know the coordinates of the jammer. However, as per the current state-of-
the-art, there are a lot of works that focus on the localization strategies of
one or more jammers [42]-[44]. The proposed work implements one of these
strategies [42] before executing the proposed algorithm LAPSE to get the
knowledge of the coordinates of the jammer. Based on this knowledge, LAPSE
is executed to selected the optimal link-quality aware alternative path between
a given source and a destination.
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been successfully transmitted over link »; — v; [45].%
rssis”z.)j is the RSS at node v; for reception of the s data
packet [48], [49]. PS’ " is the transmitted power, y; comprises
of all the other factors affecting RSS of the s’ packet
such as the antenna gain and antenna height, { computes
the Euclidean metric between v; and v;, and a denotes
the propagation constant. It is to be additionally noted that,
both SNR; ; and RSS;; are expressed in dB. A traversal
path, P, starting at vertex v, and ending at vertex vy, with
one or more intermediate vertices in between, is expressed
as P : (vx, -+, 0y).

Definition I: If @ ; is the quality of a link v; — v}, for
any k—vertex path P : (0¢,, Vey, - -+ , D¢ ), the path quality of
P, Qp, is obtained as the summation of the quality of the
component links of P. Qp is expressed as,

k—1
Qp = Z QE,‘,E;_H (4)

i=1

B. Problem Formulation

A pictorial demonstration of problem scenario is depicted
in Figure 1. The WSN is subjected to the presence of a static
and proactive jammer, J, because of which a subset of edges
of the network are affected. Given a source vertex, vy, and a
destination vertex, vy, the problem is to select the optimal path,
P (vs, -+ ,0q), from vs to vy, in presence of J, so that the
path quality achieved through P, Qp» is maximized. Let Ps 4
be the set of p possible paths between vy and v; obtained
through conventional path exploration techniques [50], [51].
Path P; € Ps4 comprises of k; number of intermediate
vertices, 1 <i < p. Mathematically, we have,

Ps,d = HPI : (DSa D€1’|a 1)61’29 ) Dfl,kl ,l)d),

P2 : (05’062’15062’2’ e 5D€Q’k2’vd)9"'5

Pp : (US; Ve, 15 Vepos e ,Uep,kp,vd) 5)
Using Equation (4), the path quality P; is obtained as,
ki—1
Q= Qen t+ Z Qeipeirn T Qe .d (6)
=1
As the goal of the work is to select the path with the maximum
quality, the objective function is denoted as f : Py g — P,
such that,

Qs =argmax {Qp}, 1 <i <p @)

Having described the formal problem statement of the pro-
posed work, we discuss the system model and the approach
followed to obtain the solution.

TAs far as the probability distribution of the SNR values are concerned,
it is very challenging to determine the exact Cumulative Distribution Func-
tion (CDF) of the link SNR values. However, from the range of the magnitude
of the estimated link SNR values obtained using Equation (2), the probability
distribution can be assumed to fit the Pearson System of Approximation.
As indicated by the results of the works of Song et al. [46], [47], it can be
observed that the probability distribution function of the SNR values obtained
through Pearson Approximation tends very closely to that when computed
using the Triangle Metric mentioned in the work of Boano et al. [45].
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Parameters | Values

n Number of nodes in the WSN

Vi A single vertex @

SNR, ; Signal-to-Noise Ratio (SNR) of the link v; — v; for transmitting the st" packet

RSS;; Mean Received Signal Strength (RSS) of the link v; — v; for transmitting the s packet

SNR;; Mean SNR of link v; = v;

RSS; Mean RSS of link v; — v,

Py Power with which the st packet was transmitted

&(vi, v5) Computes the Euclidean metric between v; and v;

P (vg, -+ ,vy) Path from v, to v,

Qi Quality of link v; — v;

Op Quality of path P

J Jammer node

P Set of possible paths between source v; and destination v,

Pom Set of nominated paths, P, C P4

C Committee of decision makers of LAPSE

P(1:1) Payoff associated with approval of a good path

P(-1:-1) Payoff associated with disapproval of a bad path

v Decision of node v; for the link v, — v,

dh Decision of node v; for the path P,

Dp, Decision profile for path P,

M Set of all decision profiles

f Decision rule

F Set of decision rules

VVilPl Event of approving or disapproving path P, by node v;

W Ié’l Event of path P, being “good” or “bad”

/\l.*pl Probability of approving a good path

AL I Probability of disapproving a bad path

Ao, Type 1 error

A },l Type 1I error

0a () Packet delivery rate of the link v, — v, at time ¢

gg‘f Goodness of link v, — v, for source vertex v, and destination vertex vy

gi;;’ Goodness of path P, for source vertex v, and destination vertex v,

Q;jf Badness of link v, — v, for source vertex v, and destination vertex vy

7?;[‘7’ Badness of path P, for source vertex vs and destination vertex vy

P(W, ., =1) | Probability of approving link v, — v, by v;

P(W},., = —1) | Probability of disapproving link v, — v;, by v;

y{;j Partition of decision profiles over which the outcome of the decision rule f is positive
}f; Partition of decision profiles over which the outcome ofsthe decision rule f

Pc‘r; Chl Probability with which C approves P, under f

PCP e Probability with which C disapproves P, under f

(9 Final profit of the committee in terms of path quality

@ Proportion of good paths

¢((Dp, : 1) Probability of P, to be approved using Dp,

¢((Dp, : 1) Probability of P, to be disapproved using Dp,

V. PROPOSED SOLUTION

Motivated by the ODR [19] as proposed by Ben-Yashar and
Nitzan, we consider the general pairwise choice framework
and apply it to the underlying WSN in presence of the jammer.

A. Optimal Group Decision Rule

The general pairwise choice framework is utilized in eco-
nomic and financial organizations, in which human fallibility
is considered. The framework considers that while making a
decision, the decision makers may commit mistakes subjected
to the variable fallibility of human behavior. Consequently,
the decision incurs a profit or a loss based on the alter-
native chosen. For example, if a project is to be accepted
(or rejected) by a committee of n» members, there can be
four “alternative-states of nature” [19] associated with the
acceptance (or rejection) of a good (or bad) project. The ODR

takes into account the different probabilistic possibilities of
a decision thereby, formulating the expected payoff of the
committee. Eventually, the decision rule that maximizes the
expected payoff is selected among all the alternatives. Such a
rule is termed as a optimal decision rule (ODR).

In this work, the ODR is analogously used in the pro-
posed algorithm Link-quality Aware Path SElection (LAPSE).
LAPSE selects the optimal link quality-aware path between a
pair of nodes within a WSN in the presence of a jammer.

B. Outline of the Solution Approach

In this subsection, we would present a brief outline of
the ODR used in the proposed work. As mentioned earlier,
the goal of the proposed LAPSE algorithm is to select an
alternative path based on optimal link-quality in a jammer-
affected scenario. LAPSE is thoroughly based on ODR in
which a subset of the underlying nodes of the WSN comprise
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the committee of electors and a reduced subset of the set of
all potential paths from a source to the destination comprise
the set of candidates that are being voted. Every member of
the committee votes for every candidate. The votes obtained
from every committee member are eventually aggregated to
select the path with the optimal link-quality.

The following subsection discusses the detailed mathemati-
cal model of LAPSE. The first phase comprises of the selection
of the committee of voters. Followed by this, the general
pairwise choice framework of the ODR is presented. It spec-
ifies the internal details of modeling the payoffs, the decision
making skills of every node, and the rationale behind the
decision taken by every node. Every committee member votes
for each link of a nominated path. The votes of the component
links of a nominated path are combined to determine the
vote of the path for each committee member. These votes
are outcomes of the probabilistic decision making skills of
every node as mentioned in Definitions 2 and 3. The path
quality is mathematically computed for every path thereby
forming the set of nominated paths, i.e., the set of candidates
to be voted. Also, for every nominated path, a metric of
“goodness” and “badness” are defined in Definitions 4 and
5 to quantitatively indicate how decisive it is to included the
path as the alternative path between a source and a destination.
Eventually, the ODR is modeled that aggregates all the votes
for all the nominated paths to selection of a single path. This
path, between a given source and destination, is the alternative
path that is selected for routing and data forwarding in a
jammer-affected scenario.

C. Mathematical Model

We discuss the detailed mathematical model of the proposed
work and illustrate the stepwise formation of the optimal
decision rule that selects a path with the maximum path
quality, as per Equation (7). We envision a subset of nodes,
C, of the WSN to constitute a committee where each node
approves or disapproves a route P € Py 4, between vs and vy,
based on its decision making ability.

1) Formation of the Committee: In the proposed algorithm
LAPSE, the committee of decision makers is chosen from
those nodes that are present within one or more potential routes
from v to vg. Therefore, C is mathematically represented as,

C={vx :vx € Py, Py € Py 4} (8)

Thus, every such node, which is a component of a potential
route between the source and the destination, is an element
of the committee, C. C is the set of m nodes out of the total
nodes.

2) General Pairwise Choice Framework: As per the ODR,
for every path P, € P4, there are two potential states of
nature — good (+1) or bad (-1). A payoff is incurred by
approving or disapproving a good or a bad route. The payoff
associated with the approval of a good path by node v; is
denoted by 2(1 1) and that with the disapproval of a
bad route is denoted by P(—1 : —1). As the framework of
LAPSE considers all possible types of asymmetry, the payoffs
associated with approving a bad route and disapproving a
good route are also taken into account and are denoted by
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P(1 : —1) and 2(—1 : 1), respectively. Having obtained the
set of possible paths, Ps 4 from vy to v4, we compute the mean
path quality, Q over Py 4, as:

P kil
Z Qp = — |:Qs’q,1 + Z Qeipneipyr T in,k; :d:|
j i=1 I=1
)

Based on the magnitude of Q, the set of nominated paths
Puom, where, Pyom C Ps g4, is formed using the conventional
path selection techniques [52], [53]. All such paths whose
quality is equal to or greater than the mean path quality,
constitute the set P,,,,. Hence, we have,

Pnom:{Pk:QPkEQ,PkEPS,d}

The rationale to build the set Py, is to reduce the cardinality

of set Py 4, so that the number of potential candidates of con-

cern, significantly reduces. This also improves the computation
time and efficiency.

Every node has its own decision making skill and the
decision of a node v; € C is denoted by d;. d; = {+1, —1}
based on its approval or disapproval of a path. Initially, v;
examines every component link v, — v, of a path P, and
assigns a value of df’y = {41, —1} to the link based on the
decision criteria:

(a) v; votes a link v, — v, with —1, if, packet delivery
rate, d; y, (in packets per second) of the link v; — vy,
is extremely low or tends to zero, i.e., v; judges the
performance of node vy, hence link vy — vy, from its
past experience of data transmission over link v; — vy.

(b) If d;y > 0, which means v; has a past history of
successful data transmission to vy, the current Euclidean
distance (in meter) of vy is computed from the jammer,
J. Node v; senses the position vy and if vy is found to
lie within a threshold distance & from J, vy — vy is
voted with —1.

(c) If conditions (a) and (b) fail, v, — v, is voted by v;
with +1.

Therefore, we have,

o {—1, Siy — 0,
+1,

MZ

(10)

or {(vy, J) < & (11

otherwise

In this study, v; obtains df Y for all component links of P,
and votes positive for P;, if the sum of the votes for all
the links is positive. Otherwise, P; is negatively voted by v;.

Mathematically,
-1, a’ <0
. S s
= Yoy —vy€P; (12)
+1, otherwise
After obtaining the individual decisions Vo; € (C on

path P;, a decision profile for P; is constructed, and

expressed as,
Dl =(dl v, e c), D" e M (13)

where M is the set of all possible decision profiles,
M ={1,—-1}".
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The proposed system comprises of two specific events,
as follows:

1. Wi} p = L —1}: Event of approving or disapproving a

path by node v;

2. W%,[ = {1, —1}: Event of path P, being “good” or “bad”

As per our assumptions, every node is fallible in terms of
making a decision. A decision is “correct”, if and only if a
good path is approved or a bad path is disapproved.

Definition 2: The probability of making a correct decision
by node v; for path P; is expressed as,
Afp = PW!p =11 W5 =1)=P(1:1),

Ajp =PWp =—1] Wp=—1)=P(—1:-1) (14)

where A;r and A; are the respective probabilities of approving
a good path and disapproving a bad path.

Definition 3: The Type I and Type II errors corresponding
to the probabilities of making an incorrect decision due to
disapproval of a good path (A;r/) and approval of a bad

path (Ai_/), by node v;, is expressed:
Af

Tp = P(W!p =—1|Wp =1)=P(-1:1),
A

=PW!p =1|Wp=-1)=P(1:-1)

i,P (15)

The likelihood of approving a good path is higher that
disapproving it, i.e., A;r > A;r/. Similarly, A; > A;/.
A decision rule f() accepts a decision profile and outputs
+1 or —1, based on aggregation. Mathematically, we have,
f M — {1, —1}. It is imperative to identify whether a path
is “good” or “bad” and quantify its “goodness” and “badness”.

Definition 4: The “goodness” of a link v, — vp, at time ¢,
with respect to the source node vy and destination node vy,
is denoted by g;:‘;, and is defined as the mean of the
packet delivery rates of the link for the last /# time instants
and the mean of Euclidean distance of v, and v; from J.
Therefore, g;’,i is expressed as,

h

3
a B 20O,
gajb(t)_ h X 2

where, d,,(?) is the packet delivery rate of the link v, — vy,
at time ¢, p is the size of each packet (in bits), and g is the
normalization constant with unit second meter—! bit~!. Also,
0<gj <1l

Definition 5: The “goodness” of a path P; at time t, gfp’/d,
with respect to the source node vy and destination node
vg4, 1s defined as the product of the goodness of its com-
ponent links. Therefore, gi,’]d is mathematically expressed
as,

(16)

I1

Yoa—vp€P

Gl = G (@) (17

where, 0 < gfp’/d(t) <1.

*In absence of jammer, the values of ¢(vg, J) and &(vp, J) are considered
to be very large to ensure the goodness of every node due to lack of proximity
from the jammer.
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Analogous to “goodness” of a link, “badness” is complimen-
tary to the “goodness” metric. The “badness” of a link (?Z’i)

is expressed as, ?f{le; H=1- g;"lf(t). “Badness” of a path is
. —s.,d _ ’
obtained as, Gp (1) =[]

Yoa—vp€P;
the fallibility of decision making of a node, the probabilistic

values of approving or disapproving a path may vary. The
probability of approving a path, P(Wif p = 1), depends on
the probability of approving every component link of the path.
The probability of approving a link by a node v;, v; € C,
is obtained as the ratio of the number of times it approved the
link to the total number of times. Therefore, based on the last &
time instants, the probability (P(W}!, _, = 1)) of approving
link v, — vp by v;, is given by,

h
D (df’b(t) + 1)! -1

t=1

G4 (1). However, based on

PW!, ., =D= ; (18)
where,
1, if d®’(r) = +1
(df”b(t)“)“l: AT =H1 )
0, otherwise

dlf’ ’b(t) is the decision value given by node v; for link v, — v
at time ¢. Hence, the total probability of approving a path is
obtained as,

PW!p == [] pPwW.,_.,=D @0
Yo, —vp€P
Following Equations (18) and (20), we directly obtain,
P(Wl%l)a*)l)h = _1) =1- P(Wi}ua‘ﬂ)b = 1)
L b
> (dl“ (t)—l—l)!—l
=1-= 21
p (21)
PWlp=-n= [] pwW, _.,=-D @2
Yo,—0p€P)

Using the approach of Bayesian classification for conditional
probability [54], [55], we get,

+
Ai,Pz

wl
- p LP]ZI
o w2 =1
Py

1 W%ﬁ:l
POVl = P(

2

1 Wi =1 1 Wp,=1
PW, p=DP|\ 5 )+ PWW, p =—-DP| 3 ;

i,P] i,P] =

(23)

1 Wl‘z’1=71
PW)p, = —DP( i

i,P/:_

Wp =1 | Wi =1
_I)P W‘IP —_1 + P(Wi,p, = I)P W‘IP -1
LPy L,y
(24)
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The Type I and Type II errors corresponding to
Equations (23) and (24) are obtained as,

_l—A+

4/
A i,P

i,P A

i, P/ =1- Al_P/ (25)

Having obtained the conditional probabilities of approv-
ing or disapproving a path by a node, it is imperative to select
the decision rule that maximizes the payoff of the committee.
Initially, we partition the set of all possible decision profiles
for path P; as, fo{/Jr and 9’},;7, such that, fo{/Jr and 9’},;7
are the sets of those profiles over which the outcome of
the decision rule f is positive, and negative, respectively.

Thus,
={ueM: fu)=1}, T=fueM: fu)=—1}

(26)

%

Let Pflf * and Pflf ~ be the respective probabilities with
which ¢ approves or disapproves path P; under decision rule
f. Therefore,

Pif+
PCI

=Pweoyh, P =Pucyl) @

Therefore, the probability that a decision profile belongs to

I, It and still gets disapproved is given as 1 — PCP’ I+ and
the probability of a decision profile in 9’ P ~ being approved is

1— 5 1= . Contextually, it is important to note that the payoff
to be maximized is Qp,, as per Equation (7). The focus of this
work is, for a decision rule f € F,

max Qg

feF (28)

where, Qg is the final profit of the committee, C. Q, is
expressed as,

Q = a[fP(l PO (-1 )(1 - Pf’“)](l —a)

x [@(—1 P el —1)(1—Pf’f)} (29)

where, a is the proportion of good paths. The magnitude
of a is time-variant and can be evaluated based on history.
At time instant 4 + 1, the magnitude of a is computed

as,
1 h y Z 77Pk(t)
Pre Prom
ah+1) =~y [kElmom (30)
) h Z | Pnom |

1=1
where #p, (¢) is the “goodness” indicator of path Py at time ?.
np, (1) is designed as,

1, it ¢3¢ =G
1) = L 31
e (D) [0, otherwise Gl
Considering ?(1) = 2(1 1) — P(—1 1) and
P(—1) = P(—1 —1) — 2(1 —1) as the respective

effective profits due to the approval of a good path and
disapproval of a bad path, Equation (29) can be simplified
as,
Q = a?(MPMH 4 (1 —a)p(-1) P~ 4 ap(-1:1)
+ (1 —-a)r(1:-1) (32)
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Every decision profile for path P; is partitioned into two
disjoint sets, A(PDp,) and R(Dp,), such that,
A(Dp) = vy d{t =1}, R(Dp) =fo, :d! =—1} (33)

Given that path P; is “good”, the probability of the
path to be approved by the decision profile Dp is
expressed as,

cop: =[] Al [] (-2l
vx €A(Dp)) vx €ER(Dpy)
cop == [] A [] (-ALp) G4
UXER(DP/) UXE'Q(DP/)
For a particular decision rule f, we have,
P f+
P = > oD,
VDPIED/]{;+
P —
PO = > f(op - (35)
VDPIED/}{;7
Referring to Equation (32), it can be observed that
the solution of LAPSE, in turn, maximizes the
following:
rfna}(fP = ar(HPH 4 (1 —a)yp(=1) P/~
€

af(l) D (Dp 1)+ (1 —a)P(-1)

.
Vo, ey,,fl

X Z C(Q)Pl : _1)

vy, ey}{;*

(36)

Theorem 1: The optimal decision rule f of our problem is
denoted as:

f=c@+o+y+9¥) 37
where
P(1
o= o=m 2D (38)
l1—a P(—1)
m
=>. [m (dPl + 1)
x=1 AX P/)
—In—20 (l—dp’)}
+
(1 - AX,P/)
A (1 — Afp) "
¥, = In M =Sy (39)
Ax P/(l - Ax P/) x=1
ifa>0
ola)=1" 40
(@) [O, otherwise (40)
Proof: The proof is illustrated in Appendix. [ ]

Finally, the algorithmic representation of LAPSE is also
indicated through Algorithm 1.

VI. PERFORMANCE EVALUATION

In this Section, we discuss the performance evaluation of
the proposed algorithm LAPSE. The study is performed under
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Algorithm 1 LAPSE: Link-Quality Aware Path SElection
Input: Source node: vy,
Destination node: vy,
Absolute coordinates of the jammer: (x;, yy),
Set of p possible paths between vs and vg: P 4
Output: Optimal decision rule: f

1 Form the committee C, using Equation (8)
2 for Py € P4 do
3 | Compute Qp,

4 Compute Q

5 Build Py, using Equation (10)
6 for P, € P,,,; do

7 | for v; € C do

8 for v, — vy, € P, do

9 L Compute df’y

10 Compute diP’

+ - + -
11 Compute A;p, A ps Aps A p
12 | Build Dp,

13 for P; € P, do
14 | for v, —> vp € P; do

15 L Compute gZ’Z(t)
16 | Compute gfp’ld(t) and @fp’ld(t)
17 | Compute Pf’f+ and PCP’f_

18 Compute f as per Equation (37)

three distinct subsections. In the first subsection, we analyze
the proposed scheme from a mathematical perspective and
justify the correctness of the applicability of ODR in this
regard. In the second subsection, we study and discuss the per-
formance of the algorithm in terms of the network parameters.
In the third subsection, we thoroughly present an asymptotic
analysis of the time complexity of the algorithm.

Experimental Setup

For the purpose of experimentation, we consider a uniform
random deployment of 100 wireless sensor nodes over an area
of 1000 m x1000 m. Each node is assumed to communicate
over Zigbee protocol (IEEE 802.15.4) within a communication
range varying from 50 to 100 meter. The energy expended due
to transmission and computation is considered as 7 nJ/bit and
5 nl/sec, respectively [49]. The size of every packet transmitted
and received is considered to be 128 byte. Using Network
Simulator, such a network is simulated for 100 time units.
The jamming effect is considered to be randomly initiated
between the 30" and the 60" time instant. We also take
into into account white Gaussian noise with unit variance.
For computing the coordinates of the jammer, we chose three
existing schemes on jammer localization [42]-[44] and then
compare the accuracy of the estimation of the coordinates as
shown in Tables III and IV. After a thorough analysis, the work
of Liu et al. [42] is chosen as it has the closest estimation of the
jammer localization. The experimental setup is also provided
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TABLE 11
EXPERIMENTAL SETUP

Parameters | Values

1000 m x 1000 m
Uniform, random

Deployment Area
Deployment

Number of nodes 100
Communication range | [50, 100] m
Channel overhead [1,5]%

7 nJ/bit [49]
5 nl/sec [49]
128 byte

Transmission energy
Computation energy
Packet Size

— Existing link

»{ Jammer

Fig. 2. Sample graph for analysis.

in a tabular format in Table II followed by a detailed analysis
the subsequent subsections.

A. Mathematical Perspective (A Case Study)

In this subsection, we analyze the implementation of the
ODR and the process of selecting a path, eventually. For the
purpose of the case study, we consider a connected graph,
as shown in Figure 2 comprising of 20 vertices and 34 edges,
and the position of the jammer as indicated. The source and the
destination node for packet transmission is considered to be
1 and 18, respectively. Initially, the route between the nodes
land 18 is 1 — 4 — 9 — 15 — 18. However, in the
presence of jammer, using Equation (10), we consider the set
of nominated paths as Py = {1 >3 > 8 > 11 —» 14 —
8,1 -4—-11—-14—-181—-4—->8—->11 - 14 —
18,1 -2 —->7—-> 12> 15— 18,1 > 2 —> 7 —> 12 —>
16 — 19 — 18}.

Before executing the ODR, we evaluate the link parameters
as shown in Figure 3 using Equations (1) through (3). For
every nominated path, the intermediate SNR, intermediate
RSS, and intermediate link quality were determined using the
definitions as follows:

Definition 6: For a path P; : v¢,, 0¢y, - - - , V¢, , the interme-
diate SNR (SN—R/]-) at link Ve;, —> Ve is computed as the
summation of the mean SNR of all the links preceding and
including ve; | — ve; of P;. Mathematically,

2

Voe, €{vey ey

SNR
}

—_—
SNR; =

€x,€x+1
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TABLE III

ESTIMATION OF ABSCISSA OF THE JAMMER

ESTIMATION OF ORDINATE OF THE JAMMER

Original value of abscissa — Values estimated
Liu et al. [42] | Cheng et al. [43] | Wang et al. [44]
X7 | 40.23 40.18 41.44 40.02
Xo | 100.876 100.867 101.991 100.202
X3 | 512.674 512.422 510.644 512.999
Xy | 874.335 874.110 875.906 875.432
X5 | 899.901 899.967 898.112 899.457
TABLE IV

Original value of ordinate Values estimated
Liu et al. [42] | Cheng et al. [43] | Wang et al. [44]
Y; | 16.561 16.143 17.943 17.412
Y, | 93.176 93.897 91.866 94.992
Y3 | 533.984 534.102 532.423 534.739
Y, | 751.941 752.110 750.766 751.102
Y5 | 957.017 956.857 958.202 958.987
and rate of the paths on the overall link quality of the optimal
— S— path. Figure 4(c) depicts the variation of the mean packet
RSS; = Z RSSeceonn 4D delivery rate, J, on the path quality, which is plotted along
Voex €loepsmve ) the secondary axis. We observe that with the increase in the
a/j — Z Qervernr (42) mean packet delivery rate, the mean link quality also increases.

}

Vo, €{ve; 50y, ey

Using Equations (41) and (42), we compute the intermediate
metric values of all the nominated paths 1 through 5, as illus-
trated in Figures 3(a) through 3(e), respectively. Now, having
obtained the SNR and the RSS values of the all the links of the
different nominated paths, the decision rule is evaluated using
Equation (37). Once the decision rule is obtained, the rule
is applied over all the paths and the inequality condition
is checked as illustrated in Equations (50) and (50). After
validation of the condition of the decision rule on the paths,
path 5 was observed to get through the condition and hence,
is selected as the path with the optimal quality. This is also
indicated through Figure 3(e), where we observe that the link
quality for the last link is above 7 dB unlike the links of other
paths. Thus, the decision rule that selects path 5 is optimal
and hence selected.

It may be observed that path 5 comprises of 6 links, whereas
the other paths consist of 4 to 5 links. Therefore, cumulation
of the metrics might seem to be obvious for enhancement of
performance for path 5. For the purpose of further validation
of the decision rule, the mean SNR and RSS values of the
nominated paths were minutely studied for 50 time instants.
In Figure 4(a), it is observed that, path 5 possesses a signifi-
cantly high SNR and RSS, compared to paths 1, 2, 3, and 4
with 95% confidence. The path quality is also analyzed over
the 50 time instants, as shown in Figure 4(b). It is observed
that although the 95% confidence interval of the link quality
is the widest for path 5 ([0.96, 1.101]), the mean link quality
is higher in case of path 5 compared to the other nominated
paths. The study of the implementation of the ODR was further
extended by investigating the effects of the packet delivery

Thus, the packet delivery rate directly influenced the selection
of the optimal path.

B. Network Perspective

In this subsection we study the performance of the pro-
posed scheme from a network perspective. We compare the
proposed algorithm with two different benchmark approaches.
In the first approach [21], once jamming occurs, the affected
nodes get simply clogged and this results in heavy packet
drops and eventual network failure. Here, we compare our
proposed technique with the existing scheme and discuss the
performance that is achieved. In the second approach [56],
the authors focus on alternative path selection strategy based
on the link outage probabilities. We also take into account
this approach and compare to analyze the better path selection
algorithm. For both the benchmark approaches, Figure 5
indicates the variation of the network parameters over time
and Figure 6 depicts the percentage of fall or rise in the
magnitude of the parameters in comparison to the existing
schemes.

Performance Metrics

The metrics used for network performance analysis are the
following:

o Packet Delivery Rate: The packet delivery rate, J;, of the
network at time ¢ is computed as the total number
of successful packet transmissions between any pair of

nodes per unit time. The cumulative packet delivery rate
100

S 6.
t=1

is computed as 0¢ =
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Fig. 3. Analysis of the SNR, RSS, and the Link Quality for the set of the nominated paths.
—_
0= 0 — 15
— S S s  Packet Delivery Rate i %
0.74 m 112 ~ 9 Link Quality 7z=z=2 | | 12 =
m 0.73 H SNR E==3 T1 T 11 a7 2 g
RSS r==2 | ] E 1.08 0S5 1 i . >
co72 H = oe =5 F 109 =
Son [+ BE— . RE 5T i R i R
7 i =104 -+ Qg &
5 07 - . 3 1.02 S5 4 ]
-_ IS8 v 06 &
< 069 |- T 4 = 1 i i Syt ] =
=
% 0.98 A S -
5068 - i = ¥ d =5 2T 303 g
B o 0.9 N £2 g
So67 b 8 So94 Sgr | s
0.66 S 0.92 = o 0
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
Path ID Path ID Path ID

(a) Mean SNR and mean RSS

(b) Mean Path Quality

(c) Variation of the mean Packet Delivery Rate
(6) and the mean Path Quality

Fig. 4. Study of the mean SNR, mean RSS, mean Path Quality, and variation of the mean Packet Delivery Rate and the mean Path Quality of the nominated

paths over 50 time instants.

o Network Throughput: The throughput of the network at
time ¢, A, is directly obtained from the packet delivery
rate when converted to bits per second. Therefore, A; =

n 100
> s x p, N¢ = D>, A, where p is the packet size,
i=1

which is considered as 128 bytes, n is the number of
nodes in the network, J; ; is the packet transmission rate
of node i at time ¢, and A is the cumulative network
throughput over time.
Transmission Energy: For evaluation of the transmission
energy, E;;, at time ¢, we consider both the transmis-
sion and re-transmission attempts of the nodes in the
network. Thus, we have, E;,, = A; x Ej, where E, the
transmission energy per bit. In our work, we considered
E, =17 nl/bit.
o Node Lifetime: The lifetime of a node vy, at time ¢, L, ,,
is expressed as the ratio of the residual energy (E;) to the
initial energy content of the node (E;,;;) and is expressed

as a percentage value. £, , = EE’,I x 100%

o Network Lifetime: The network lifetime, Ly,, is defined

as the cumulation of the lifetime of every nodes, and is
n
> £,
1=
nEini

expressed as, Ly, = x 100%.

Performance Analysis

As shown in Figure 5(a), we observe that, in our simulated
scenario, the jammer intervention occurs at the 59" time
instant after which the packet delivery rate was observed
to be negligible for both of the benchmark algorithms and
hence, the residual cumulative packet delivery rate remains
almost constant over time. On the other hand, using the
proposed technique, LAPSE, even after the intervention of
the jammer, routes are altered and packets channelized so that
the delivery rate is maintained. The consistency of the packet
delivery rate under the proposed scheme can also be observed
by the rising trend of the cumulative packet delivery rate
in Figure 5(a). The corresponding increase of the packet
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Fig. 5. Comparative analysis of network parameters for the existing and the proposed scheme.

delivery rate is also reflected in Figure 6(a) which shows the
percentage of improvement of the packet delivery rate
achieved using the proposed scheme, compared to the bench-
mark approaches.

In Figure 5(b), it can be observed that the network through-
put initially remains almost the same for all the three solu-
tions. After the intervention of the jammer, the throughput
considerably falls with the first approach and is slightly better
with the second approach as there is a reduced packet delivery
rate for the jammer-affected nodes. However, using the pro-
posed technique, as alternative routing paths are established
and the packet delivery rates are maintained, the network
throughput comparatively increases and achieves a maximum
increment by more than 15% as shown in Figure 6(b).

The effects, as shown in Figure 5(b), has a direct influ-
ence on the cumulative transmission energy that is reflected
in Figure 5(c). It can be observed that the transmission energy
is almost the same till the jammer intervention after which
the energy expenditure increases with the second benchmark
approach. This is mainly because of the repeated transmission
and re-transmission attempts of the jammer-affected nodes.
Therefore, the variation of the magnitude of the transmission
energy under all the three schemes is initially insignificant,
as shown in Figure 5(c). 5(c). However, after jamming, a con-
sistent reduction of the transmission energy was observed for
benchmark LAPSE, compared to benchmark 2. The percentage
of reduction of the cumulative transmission energy is also
reflected in Figure 6(c).

Using the formula as mentioned before in the subsec-
tion for performance metrics, the node lifetime was com-
puted and analyzed in Figure 5(d). Because of repeated

transmission attempts, a jammer-affected node easily drains
out of its energy, which results in significant reduction in
lifetime as indicated in Figure 5(d). Using the proposed
scheme, the lifetime is significantly increased, which is also
depicted in Figure 6(d). Finally, the network lifetime is
depicted in Figure S(e). As in the case of node lifetime,
the network lifetime also significantly improved with the
proposed scheme. The variation of the magnitude of the
network lifetime is shown in Figure 6(e), and is close to that
in Figure 6(d).

C. Asymptotic Computational Complexity Analysis

In this subsection, we perform and analyze the asymptotic
computational complexity of the proposed LAPSE algorithm.
For the purpose of determining the asymptotic expression
for computational complexity, we would refer to Algo-
rithm 1, as described in Section IV. The time complex-
ity for computation of line i in Algorithm 1 is denoted
by T(i).

As we observe from the algorithm of LAPSE, the first step
involves the formation of the committee as per Equation (8).
Now, for a given source vy, and a destination vg, Py 4 is the
set of all the paths from vg to v4. Let the cardinality of the set
Ps 4 be denoted by 5(Ps 4). Therefore, if n(Ps 4) = k, then it
can be inferred that there can be a maximum of k distinct paths
from o to vg. As per Equation (8), all the vertices involved
in all of the paths of Ps 4 comprise the committee C.

1) Case 1 (With a Single Intermediate Vertex): In that case,
it is obvious this the cardinality of the committee is the
minimum if every path has the minimum number of vertices
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that stand distinct compared to the other k — 1 paths. A trivial
example of this case is when the number of intermediate
vertices in each path less than or equal to 1. In that case,
if #max (C) denotes the maximum cardinality of the committee,
then the structure of each path is as follows. Referring to
Equation (5), we have,

Psq = {P,- 2 (Vs, Ve > Vd)s }, Vi<i<k (43)

Therefore, we have, 7,4, (C) = k+2, where all the k interme-
diate vertices in the k paths are distinct. It is to be noted that,
the minimum cardinality of the committee, 7,,;,(C), is always
less than or equal to k. The rationale behind the determination
of #min(C) is that, if only kK’ out of the k paths have a distinct
intermediate vertex, where 1 < k' < k, there is no effective
contribution on cardinality by the other k€’ —k paths. Therefore,
Mmin (C) < k.

2) Case 2 (With Multiple Intermediate Vertices): In this
case, every path in P4 has more than one intermediate
vertices. Here, the magnitude of #,,4,(C) can be large. The
magnitude is maximum if every path possesses / distinct
intermediate vertices. Thus, again referring to Equation (5),
we have,

Ps,d = [Pl : (DSaDGU’DE;’za"' avei,h’vd)a ]’ Vi1 El =< k
(44)

Therefore, 7,4 (C) & O(kh) where, an experimental magni-
tude of h ranges from 11 to 20 with the hop length varying
between 200 — 400 meters [57], [58].

Having computed the cardnality of the committee, the com-
putation of Qp, and Q (as per lines 2 — 4 of Algorithm 1)
over all the links of all paths is asymptotically equivalent

(b) Network Throughput
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to O(kh). Again, it is to be noted that, if there are over-
lapping links within different paths, the link-quality is cal-
culated only once and subsequently re-used. Therefore, in a
practical scenario, the time taken to compute Q, T(Q), can
be judiciously assumed to be less thank kh. At line 5 we
have, T(5) ~ O(k) as the computation is done over all
k paths. For computation of lines 6 — 12, the complexity
can be modeled as T(6 — 12) ~ O(kh) based on parallel
execution of lines 6 and 8 within every node in the committee.
Again, T(13 — 18) ~ O (k).*

From the above discussion, we may conclude that, for
a jammer-affected zone comprising of k h-hop paths from
the source to the destination, the computation time com-
plexity of LAPSE id O(kh). As the magnitude of & may
be fairly low ranging from 10 to 20 nodes, the complexity
may be further considered to have a tighter upper bound
of O(k).

VII. CONCLUSION

This work focuses on mitigating the effects of static and
proactive jamming in WSNs. In the presence of a jammer,
several nodes undergo repeated transmissions, which results
in rapid drainage of energy resource. To prevent the network
from the aforementioned problem, this work proposes a link-
quality aware bypassing mechanism to detour the jamming

FWhile implementing LAPSE, it is to be noted that a single link can be a
part of multiple paths. However, while calculating the “goodness™ of a link
for the first time, we use an approach similar to the one used in dynamic
programming. Whenever the “goodness” value of a link is computed for the
first time, it is stored in a memoized table and for any subsequent reference to
these links, the values are fetched from the memoized table and reused. This
approach optimizes the computational complexity and eventually reduces the
overall time to compute the “goodness” values of all the paths.
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affected zone. The work propounds an alternative path selec-
tion scheme between every source-destination pair of the
network. This scheme is aware of the link quality and is
based on the theory of ODR. The objective of this work
was to determine the alternative path that has the optimal
link quality. Results indicated that the network efficiency
significantly increases in terms of packet delivery rate, network
throughput, transmission energy, node lifetime, and network
lifetime.

In the future, this problem may be revisited and investigated
in a real-sensor network platform. Further, the problem may
be extended under a mobile WSN scenario. Incorporation of
a reactive jammer also induces research interest.

APPENDIX
PROOF OF THEOREM 1

Based on Equation (36), it can be observed
that [19], f(Dp) = 1, iff, aP(Hc(Dp, : 1) >
(I — a)yP(—=D)(Dp —1). Therefore, f(@p,) =
-1, if a?(l){(g)p, ) < (I — a)yr(—=1)¢(Dp, —1).

Therefore, for f to be optimal, partitioning should be such
that,

T ={op e f(Dp) =1} 45)
= {Dp, : Dp, € M and, aP(1){(Dp, : 1)
> (1 —a)P(—=1)¢(Dp : —1)} (46)
a P(1)
= 1Dp, : D M and,
[ B PR € AN T R
x H A)JCr,Pl H (1 A;FPI)
l)xeﬂ(@P]) UXEK(DPI)
> H A p, H (1- Ax,Pl)] (47)
UXEK(@P]) UXEﬂ(@Pl)
a P(1)
= 1Dp :Dp €M and, lnl—a+lnT(—l)

+i[ _’;\Z’Pl)(dpfﬂ)

x=1

m - +
V3 s ]|
2" A A
(48)
_ . P(1)
= [Q)pl :Dp €M and,In —a +In 1)
Sl
Z Ax P/)
—In 2L (1 dPl)!}
(1 - A)_C'—,P]) )
m AT, (1—AT
+Z[1n jp’( ’:P’)}o] 49)
= Ax P/(l Ax P/)
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Therefore, we obtain that,
o P(1)
1—a

m
Bl )
XZ; _AXP])

9/1{,+ = {Q)p, :Dp €M and, In

and,

—a

+Z[1n _);\i’P])(dP’—i—l)
(=)
<3 [misti ] <)

Hence, f = ¢ («9 +o+7y+ ‘I—’) This concludes the proof.
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